
 





















C R E D I T  C A R D  N U M B E R S  

B A N K  A C C O U N T  I N F O R M A T I O N

S O C I A L  S E C U R I T Y  

How To Recognize Phishing Scams 

 This is an example of scammers pretending to be part of the "fraud detection
team" at Bank of America. The graphic below shows key indicators of

phishing scams: misspellings and typos. If links or attachments are
embedded within the message, do not click on them. If you are unsure if the
message you received is real, you should contact a trusted number or email

of the supposed company.  

Phishing Scams
 T H R O U G H  F A K E  T E X T  M E S S A G E S ,  E M A I L S ,  A N D  P H O N E  C A L L S ,  F R A U D S T E R S  W I L L

T R Y  T O  G E T  Y O U  T O  G I V E  U P  I M P O R T A N T  P E R S O N A L  I N F O R M A T I O N  S U C H  A S :

Misspelling

This should be 'Bank of America' 

Many phishing scams include

threatening statements. They are

often false. 

Typos or extra indentations are key

signals of phishing. 

 

Sender: securirty@BankofAmerca.com
The sender's email is not from an

official Bank of America address. It is

misspelled. This is the first hint it's a

scam.

https://www.bankofamerica.com/security-center/report-suspicious-communications/
https://www.bankofamerica.com/security-center/report-suspicious-communications/
mailto:securirty@BankofAmerca.com


Debt Relief Scams
 

How To Recognize Debt Relief Scams 

 

W H I L E  T H E R E  A R E  C E R T A I N  C O M P A N I E S  T H A T  C A N  H E L P  Y O U  R E L I E V E  Y O U R
D E B T ,  M A N Y  S C A M M E R S  W I L L  T R Y  T O  P O S E  A S  A  L E G I T I M A T E  S O U R C E  A N D  O F F E R

T O  C A N C E L  Y O U R  D E B T  Q U I C K L Y .

T H E Y  W I L L  N O T  R E L A Y  A N Y  I N F O R M A T I O N  
C O N C E R N I N G  T H E I R  S E R V I C E S

U N L E S S  Y O U  G I V E  Y O U R  C R E D I T  O R  B A N K I N G  N U M B E R S  

A S K S  F O R  F E E S  U P F R O N T  
P R I O R  T O  R E P A I R I N G  D E B T

T E L L S  Y O U  T O  C U T  O F F  
C O M M U N C I A T I O N  W I T H  C R E D I T O R S

W A R N I N G  S I G N S  O F  D E B T  R E L I E F  S C A M S :
 

Check to make sure the COVID-19 Relief Fund
actually exists. Scammers will use current

economic hardships to trick customers.

Entering personal information such as credit card numbers is a
key indicator that emails like this are fake. Never put your

private information into an insecure website or email.

Check on a reliable website to see if the phone numbers
listed are real. Debt relief scams will give fake phone

numbers or no phone numbers at all. 

This is a classic example of a debt relief scam. They are promising you unknown
COVID - 19 Relief information in exchange for your credit and banking

information. Many times, these scammers will also threaten to shut down your
'account' or credit cards if you do not give them the information they want. This

is almost always fake. If you are concerned call a trusted bank or credit
institution number and ask them about the subject of said email. If you're sure

the email is a scam, please report them to the FTC here. 

https://www.bankofamerica.com/security-center/report-suspicious-communications/
https://reportfraud.ftc.gov/#/?pid=A


P H O T O  B Y  M A R T I N  R .  S M I T H

Romance Scams 
 

P H O T O  B Y  M A R T I N  R .  S M I T H

 

S I N C E  2 0 1 5 ,  R E P O R T E D  L O S S E S  F R O M  R O M A N C E  S C A M S  H A V E  Q U A D R U P L E D .  

I N  2 0 1 8 ,  T H E  M A J O R I T Y  O F  A L L  S C A M S  R E P O R T E D  T O  T H E  F E D E R A L  T R A D E
C O M M I S S I O N  ( F T C )  W E R E  R O M A N C E  S C A M S .  

I N  2 0 1 9 ,  M O R E  T H A N  2 5 , 0 0 0  C U S T O M E R S  
R E P O R T E D  F A L L I N G  V I C T I M  T O  A  R O M A N C E  S C A M ,  A M O U N T I N G  I N  

$ 2 0 1  M I L L I O N  I N  D A M A G E S .  ( F T C )

Key Characteristics Of Romance Scams  

 

H E R E  A R E  S O M E  Q U I C K  F A C T S  R E G A R D I N G  R O M A N C E  S C A M S :

The perpetrator will try to get close to you quickly without having met
in person. 

You find them asking many questions about your personal life
without telling you much about themselves. 

The scammers will try to convince you that they need money for
emergencies, medical needs, or travel expenses. Do not give them any

of your private information and report them to the FTC. 

https://www.consumer.ftc.gov/articles/what-you-need-know-about-romance-scams
https://www.consumer.ftc.gov/articles/what-you-need-know-about-romance-scams
https://www.consumer.ftc.gov/articles/what-you-need-know-about-romance-scams
https://reportfraud.ftc.gov/#/?pid=A


Technical Scams
 I F  Y O U  H A V E  A  C O M P U T E R ,  C H A N C E S  A R E  Y O U ' V E  B E E N  C O N T A C T E D  B Y

U N K N O W N  N U M B E R S  C L A I M I N G  T O  R E P R E S E N T  T E C H N I C A L  S U P P O R T  S E R V I C E S
L I K E  M I C R O S O F T ,  A P P L E ,  E T C .  

T H E Y  W I L L  T R Y  T O  G E T  Y O U  T O  D O W N L O A D  S U S P I C I O U S  T H I R D - P A R T Y  S O F T W A R E  T O  
H E L P  W I T H  Y O U R  ' T E C H N I C A L  I S S U E S ' .  T H I S  W I L L  A L L O W  T H E M  T O  H A V E  R E M O T E  A C C E S S  T O

Y O U R  C O M P U T E R .  M E A N I N G ,  T H E Y  W I L L  H A V E  T O T A L  C O N T R O L  
O V E R  Y O U R  C O M P U T E R .  

T H E Y  W I L L  N O W  A S K  F O R  A  M E T H O D  O F  P A Y M E N T .  I F  Y O U  R E F U S E  T O  P A Y ,  T H E Y  C O U L D
B L O C K  Y O U  O U T  O F  Y O U R  C O M P U T E R ,  S T E A L  B A N K  I N F O R M A T I O N ,  O R  W O R S E  A S  T H E Y

N O W  H A V E  A C C E S S  T O  A L L  O F  Y O U R  P A S S W O R D S  A N D  P E R S O N A L  I N F O R M A T I O N .  

Though technical support scams nowadays often occur via computer like the example above,
you may also receive a 'spam' call from an unknown number trying to gain access to your

private information. If you pick up a scam call, block the number immediately and report to
the FTC. 

 
If you see a message on your home screen like the one above, try to 'x out' of it as soon as

possible. If you can't try to restart your computer. If this still is not working, take your
computer to a professional who can help you.   

How To Recognize Technical Scams 

 

https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/tech-support-scams
https://reportfraud.ftc.gov/#/?pid=A


How To Recognize Free Offering Scams 

 The example above demonstrates a typical freebie scam. The supposed company is offering a
free service in exchange for 'processing fees'. If you were to fill in this link with your credit
card information, the company will now have your information on file at their disposal. If

you're unsure if the offer is legit, check on Netflix's website. If there's nothing listed, it's most
likely fake. You may also report these scammers to the FTC here.

Free Offering Scams 
 

I F  Y O U  H A V E  T O  P U T  I N  Y O U R  C R E D I T  C A R D  I N F O R M A T I O N  F O R  S H I P P I N G
A N D  H A N D L I N G  Y O U R  ' F R E E B I E '  I S  M O S T  L I K E L Y  A  S C A M .  

T H E  M A J O R I T Y  O F  F R E E B I E S  A R E  O N L Y  W O R T H  A  F E W  B U C K S .  I F  T H E  C O M P A N Y  I S  O F F E R I N G
Y O U  A  G I F T  C A R D  O R  O T H E R  P R O D U C T S  W O R T H  M O R E  T H A N  A  F E W  B U C K S ,  I T  I S  A L M O S T

A L W A Y S  A  S C A M .

W A R N I N G  S I G N S  O F  F R E E  O F F E R I N G  S C A M S :  

W H O  D O E S N ' T  L O V E  G E T T I N G  F R E E  T H I N G S ?  W H I L E  F R E E B I E S  M A Y  S O U N D
E N T I C I N G ,  Y O U  H A V E  T O  B E  C A U T I O U S  O F  W H E R E  Y O U ' R E  P U T T I N G  Y O U R

P E R S O N A L  I N F O R M A T I O N .  I F  Y O U  H A V E  T O  P U T  I N  Y O U R  C R E D I T  C A R D
I N F O R M A T I O N  F O R  S H I P P I N G  A N D  H A N D L I N G  Y O U R  ' F R E E B I E '  I S  M O S T  L I K E L Y  A

S C A M .  

https://reportfraud.ftc.gov/#/?pid=A
https://www.ftc.gov/about-ftc/office-inspector-general/ftc-imposter-scams


E S S E N T I A L L Y ,  S C A M M E R S  A R E  C R E A T I N G  F A K E  E M E R G E N C I E S  T O  G E T  Y O U R
M O N E Y  

Accident Scams
 

How To Recognize Accident Scams 

 

I F  Y O U ' V E  R E C E I V E D  S P A M  C A L L S  S A Y I N G  Y O U R  F A M I L Y  M E M B E R S  H A V E  B E E N  I N
A  B A D  A C C I D E N T  A N D  Y O U  N E E D  T O  G I V E  U P  Y O U R  C R E D I T  C A R D  I N F O R M A T I O N

T O  P A Y  F O R  M E D I C A L  B I L L S ,  Y O U ' R E  N O T  A L O N E .  

Y O U  M A Y  G E T  C A L L S ,  T E X T S ,  E M A I L S ,  O R  S O C I A L  M E D I A  M E S S A G E S  F R O M  T H E S E
F R A U D U L E N T  F I G U R E S .  T H E Y  M A Y  P R E T E N D  T O  B E  F I G U R E S  O F  A U T H O R I T Y  L I K E

P O L I C E ,  F E D E R A L  A G E N T S ,  D O C T O R S ,  N U R S E S .  T H E Y  A R E  A L S O  K N O W N  T O  A C T
L I K E  F R I E N D S  A N D  F A M I L Y .  

I F  Y O U  D O  N O T  R E C O G N I Z E  T H E  N U M B E R  O R  E M A I L  A D D R E S S ,  C A L L  A  F A M I L Y
M E M B E R  O R  T R U S T E D  F R I E N D  T O  S E E  I F  W H A T  T H E  S C A M M E R  I S  P R O P O S I N G  I S
A C T U A L L Y  T R U E .  D O  N O T  W I R E  M O N E Y  T O  T H E M ,  A N D  R E P O R T  T H E  N U M B E R  T O

T H E  F T C .  

Your grandson, John, has been in a
severe car accident. He is in critical

condition. 
 

Please call this number to
immediately pay for his urgent

hospital bills:
 

(483)-475-1278

Maybe: Unknown Number

https://www.consumer.ftc.gov/blog/2018/07/scammers-create-fake-emergencies-get-your-money
http://www.ftc.gov/complaint


H E R E  A R E  S O M E  W A R N I N G  S I G N S  O F  R A N S O M W A R E  S C A M S :
 

Y O U  G E T  A N  E M A I L  O R  T E X T  S A Y I N G  I N  O R D E R  T O  V I E W  T H E  C O N T E N T S  O F  T H E
M E S S A G E ,  Y O U  N E E D  T O  D O W N L O A D  S P E C I A L  S O F T W A R E .  

 
P O P - U P  B O X E S  S T A R T  A P P E A R I N G  O N  Y O U R  H O M E  S C R E E N  W I T H  V A R I O U S

O F F E R S  T O  A C C E S S  P A I D  S I T E S  F O R  F R E E  I F  Y O U  D O W N L O A D  S P E C I F I C
S O F T W A R E .  

 
 

Ransomware Scams
 

How To Recognize Ransomware Scams 

 

S C A M M E R S  M A Y  T R I C K  Y O U  I N T O  D O W N L O A D I N G  R A N S O M W A R E  O N T O  Y O U R
C O M P U T E R .  T H I S  M A L W A R E  W I L L  L O C K  Y O U  O U T  O F  Y O U R  C O M P U T E R  A N D

D E M A N D  Y O U  P A Y  A  ' R A N S O M '  T O  G E T  Y O U R  C O M P U T E R  B A C K .  I F  Y O U  P A Y ,  T H E
S C A M M E R  N O W  H A S  Y O U R  P R I V A T E  I N F O R M A T I O N  A N D  Y O U R  C O M P U T E R  W I L L

L I K E L Y  N O T  B E  U N L O C K E D .   
 

  

Click here to
download

In this situation, you would not click the attachment and report them to the FTC. You can also
try to block the address so they can't contact you anymore. Here are some ransomware

software that is known to be dangerous. AVOID THESE AT ALL COSTS:
WannaCry, Bad Rabbit, Locky, Troldesh, CryptoLocker, Petya, and Ryuk

  

https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/ransomware
https://reportfraud.ftc.gov/#/?pid=B
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/ransomware


S T E P S  Y O U  C A N  T A K E  T O  M A K E  S U R E  Y O U  D O N ' T  F A L L  V I C T I M :  
 

D O  N O T  G I V E  Y O U R  M O N E Y  O R  P E R S O N A L  I N F O R M A T I O N  V I A  E M A I L ,
C E L L P H O N E ,  O R  A N Y  O T H E R  E L E C T R O N I C  M E S S A G I N G  P L A T F O R M  I F  Y O U ' R E  T O L D

Y O U  H A V E  T O  P A Y  A  F E E .
  

I F  S O M E O N E  T E L L S  Y O U  T H E Y ' R E  F R O M  A  U S  G O V .  A G E N C Y ,  T H A T  I S  U N T R U E .
H A N G  U P  T H E  P H O N E  A N D  R E P O R T  T H E M  T O  T H E  F T C .  G O V .  A G E N C I E S  W I L L  N O T
C A L L  Y O U .  A D D I T I O N A L L Y ,  G O V .  A G E N C I E S  W I L L  O F T E N  N O T  C H A R G E  F E E S  F O R

T H E I R  S E R V I C E S .
 

Refund Scams
 

I F  Y O U ' V E  F A L L E N  V I C T I M  T O  A N  O N L I N E  S C A M  I N  T H E  P A S T ,  Y O U ' R E  M O R E
L I K E L Y  T O  B E  T A R G E T E D  B Y  A  R E F U N D  S C A M  B E C A U S E  S C A M M E R S  A L R E A D Y  H A V E

Y O U R  I N F O R M A T I O N .  T H E S E  S C A M M E R S  W I L L  P R O M I S E  A  G O O D  O R  S E R V I C E  T O
M A K E  U P  F O R  T H E  M O N E Y  Y O U  L O S T  P R E V I O U S L Y .

  

How To Recognize Refund Scams 

 One of the most common types of refund scams is a fake tax refund. Below, we've made a
mock-up of what a potential fake tax refund scam may look like.  In this example, the IRS is
contacting the customer to tell them they are eligible for a tax return. In reality, the IRS will
not contact you. If you receive a message like this, it is fraudulent. Immediately report the

sender to the FTC so others do not get scammed.
  

The scammers may give you a number to call.
This probably will be a fake number to seem more legitimate.   

Never click an attachment in an email. This tax
return is fake, so the attachment will most likely

 take you to a suspicious server that 
will steal your private info. 

If you enter your info. it will be stored on their
fraudulent servers for future scams. 

https://www.consumer.ftc.gov/articles/0102-refund-and-recovery-scams
https://reportfraud.ftc.gov/#/?pid=B


 H E R E  A R E  S O M E  S I M P L E  S T E P S  Y O U  C A N  T A K E  T O  P R E V E N T  T H I S  S C A M :
 

D O  N O T  P L A C E  Y O U R  T R U S T  I N  T H E  P E R S O N  C A L L I N G .  M A N Y  S C A M M E R S  W I L L
F A K E  T H E I R  C A L L E R  I D  T O  L O O K  L E G I T I M A T E .

 
F A K E  D E B T  C O L L E C T O R S  W I L L  T R Y  T O  G E T  Y O U  T O  W I R E  M O N E Y  V I A  C H E C K ,
O N L I N E  P A Y M E N T ,  C R E D I T ,  O R  D E B I T  C A R D .  N E V E R  D O  I T ,  T H E  I R S  W I L L  N O T

C O N T A C T  Y O U  V I A  P H O N E  T O  C O L L E C T  D E B T S .
 

P U T  Y O U R  N A M E  O N  T H E  N A T I O N A L  D O  N O T  C A L L  R E G I S T R Y .  T H I S  W I L L  P R E V E N T
L E G I T I M A T E  S A L E S  C O M P A N I E S  F R O M  C A L L I N G  Y O U .  T H A T  W A Y ,  Y O U ' L L  K N O W

T H E  C O M P A N Y  C A L L I N G  Y O U  I S  F R A U D U L E N T ,  A S  T H E Y  D O N ' T  H O N O R  T H I S
R E G I S T R Y .

 
 
 
 
 
 
 

Government Impersonation Scams
 G O V E R N M E N T  I M P E R S O N A T I O N  S C A M S  I N V O L V E  S C A M M E R S  T R Y I N G  T O  P O S E  A S

A U T H O R I T Y  F I G U R E S  T O  G E T  Y O U R  M O N E Y .  A C C O R D I N G  T O  T H E  I N T E R N E T  C R I M E
C O M P L A I N T  C E N T E R  ( I C 3 ) ,  M O N E T A R Y  L O S S E S  F R O M  T H I S  T Y P E  O F  S C A M

T O T A L E D  $ 1 2 4  M I L L I O N  I N  2 0 1 9 .  
  

How To Recognize Gov. Impersonation Scams 

 

FBI | Police Scammers 

There is a warrant out for
your arrest because you

failed to appear in court for
your traffic violation. Click
here for more information:

 
www.sheriffdccounty.com/tr

affic 

Social Security Scammers 

Your social security number
has been compromised. If you
do not  click on this link within
48 hours, your social security

will be terminated: 
 

www.ssgov.com/social/fix/s
ecurity

IRS Scammers 

There has recently been a
claim filed against you. In

2019, you did not report your
taxes. Click here for further
information regarding the

lawsuit: 
 

www.irs.com/file/claims

Healthcare Scammers 

In times of COVID-19, the
department of health and
human services is giving

away free COVID self-tests.
Claim yours here: 

 
www.healthgov.com/covid/r

elief/tests

 If you receive a message like this, please report the number or email to the FTC by
clicking here. 

https://reportfraud.ftc.gov/#/?pid=B
https://www.donotcall.gov/
https://www.ic3.gov/
https://reportfraud.ftc.gov/#/?pid=B
https://reportfraud.ftc.gov/#/?pid=B

